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Why is this important? 
● Adoption of cloud computing has grown rapidly over the years. 

○ Institutions are in the process of transitioning from in-house 
infrastructure to cloud computing.

● Institutions are storing and accessing confidential information on 
a daily basis through virtual services which leads to the concern 
of privacy and security. 

● It is important to understand the difference between privacy and 
security. 



Methodology and Source Base

● Researching how cloud service providers maintain efficient and effective 

measures and policies to manage the cloud data of education systems. 

○ Comprehensive literature review 
○ Analyzed three major education-based privacy laws, adjacent standards 

and regulations. 
○ Created privacy and security standards based on cloud security 

frameworks and questionnaires.
○ Analyzed a Third Party Review procedure
○ Data Collection: Reviewing vendors already in place 
○ Implementation for Primary and Secondary Education 



Privacy Laws, Standards and Regulations

Scope 

Family Educational Rights and 
Privacy Act (FERPA) limits the disclosure of PII from 

children’s education records without the 

proper consent. 

Children’s Online Privacy 

Protections Act (COPPA) 

regulates the personal information 

collected online by website and services. 



Protection of Pupil Rights Amendment 

(PPRA)

regulates the disclosure of certain types 

of information about children from 

surveys and evaluations.

US Health Insurance Portability and 

Accountability Act (HIPAA)

protects privacy by limiting what 

information can be shared about patients. 

Payment Card Industry Data Security 

Standard (PCI DSS)

designed to ensure that services handle 

credit card information in a secure 

environment.



Implementation for PreK-12 Education

● The Process

● Developed privacy and security standards based on my analysis of 

○ Higher Education Community Vendor Assessment Toolkit 
(HECVAT) and 

○ Adelphi University IT Department’s Third Party Review

● Developed a sample implementation of a Primary and Secondary 
Vendor Assessment Questionnaire (PS-VAQ) in accordance with 

those standards 
○ Followed by a Vendor Service Risk Assessment























Benefits of a PreK-12 Implementation

● PreK-12 schools may not have a full staffed IT team compared to a higher education 

institution.

○ Will benefit their IT personnel in organizing and managing their workflow more 

efficiently.

○ Ensures that technology solutions and resources provided by vendors closely align 

with the institution’s specific needs and requirements. 

○ Will have a proper guidance system that they can follow to determine whether or 

not a prospective service should be implemented. 

● The vendor will gain new clients and continue building client and service trust 

relationships.
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